Micro Focus Software Security Center v21.1.1
Patch Release Notes

Document Release Date: July 16, 2021
Software Release Date: July 16, 2021

Products and/or Components Updated with this Patch

Fortify Software Security Center

New Features

This patch includes the following new features:

Fixes

Azure AD integration using the SCIM Protocol

Ability to Assign Roles and Application Versions to Local Groups
Ability to change the SSC URL path prefix for Kubernetes / Helm chart
deployment

The following problems are fixed by this patch:

Resolved issue where an error occurred when refreshing the Audit page
if a text search was set and a group filter was chosen.

Resolved inability to add an Analysis tag to an issue when the issues are
grouped by Introduced Date.

Resolved an issue where some API calls fail with a 500 error if the
request contains both a token and a cookie.

Resolved .../projectVersions/{id}/issues REST API call issue that resulted
in issue duplication and pagination problems.

Resolved issue with editing Local Users roles.

Documentation

The following topics have been added to the Fortify Software Security Center
User Guide to support this patch:

Implementation of SCIM 2.0 Protocol

Using SCIM 2.0 and SAML 2.0 to Configure a Connection to Azure AD for
User Provisioning

Enabling SCIM



e Viewing Externally Managed Users and Groups

Fortify Software Security Center Installation Notes
To install this patch:

Unzip the patch zip file to get to the ssc.war WAR file.

Stop the Tomcat Server.

Navigate to the /webapps directory.

Remove the 21.1.0 WAR file and replace it with the 21.1.1 WAR file.
Start the Tomcat Server.
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Post-Installation

Installing this patch places Fortify Software Security Center into maintenance
mode. After you log in you will need to review and confirm your configuration
settings and then restart the Tomcat Server. For information about
maintenance mode, see the Fortify Software Security Center User Guide.

Known Issues

e Fortify Software Security Center must be deployed to /ssc if you plan to
integrate it with Fortify Weblnspect Enterprise.

e The link to the Fortify Release Notes in the Fortify Software Security
Center Setup wizard is incorrect. Use the following link to access the
release notes: https://www.microfocus.com/documentation/fortify-
software-security-
center/2110/FortifySW RN 21.1.0/FortifySW RN 21.1.0.htm

Support

If you have questions or comments about using this product, contact Micro
Focus Fortify Customer Support.

When contacting Micro Focus Fortify Customer Support, provide the following
product information:

Software Version: 21.1.1
Software Release Date: July 16, 2021

To manage your support cases, acquire licenses, and manage your
account: https://www.microfocus.com/support

Legal Notices
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Warranty

The only warranties for products and services of Micro Focus and its affiliates
and licensors (“Micro Focus”) are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed
as constituting an additional warranty. Micro Focus shall not be liable for
technical or editorial errors or omissions contained herein. The information
contained herein is subject to change without notice.

Restricted Rights Legend

Confidential computer software. Except as specifically indicated otherwise, a
valid license from Micro Focus is required for possession, use or copying.
Consistent with FAR 12.211 and 12.212, Commercial Computer Software,
Computer Software Documentation, and Technical Data for Commercial Items
are licensed to the U.S. Government under vendor's standard commercial
license.



